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Abstract—Blockchain has been a promising infrastructure for
enabling secure data sharing for the Internet of Things (IoT).
With the widespread of IoT applications, security issues, such
as data privacy, anonymity, and accountability become criti-
cal concerns for the users, which are essential principles for
secure communication in those applications. However, the exist-
ing blockchain-based data-sharing schemes mainly consider data
privacy. Only a few works can support anonymity with strong,
trusted assumptions. Thus, there is a research gap on the
anonymity of blockchain-based data sharing for IoT, which does
not rely on any trusted party. In this article, we propose a
blockchain-based anonymous data-sharing scheme (BA-DS) by
adopting a novel public key encryption derived from a ring
signature. In BA-DS, we remove the trusted party and ensure
anonymity by using an unconditional linkable ring signature and
Signature of Knowledge (SoK). During the revocation, we apply
blockchain infrastructure to record the valid revocation list and
generate a tag for data stored on the cloud, providing solid
accountability. The formal security analysis shows that BA-DS
is selective indistinguishable secure in the random oracle model.
Additionally, we also prove that BA-DS holds anonymity, data
privacy, accountability, and authenticity. The extensive exper-
iments indicate that our proposed BA-DS achieves reasonable
efficiency in terms of computational complexity, communication
overhead, and consumption on the blockchain.

Manuscript received 15 September 2022; revised 14 October 2022;
accepted 10 November 2022. Date of publication 16 November 2022;
date of current version 7 March 2023. This work was supported in part
by the China Postdoctoral Science Foundation under Grant 2021TQ0041,
Grant 2021TQ0042, and Grant 2021M700435; in part by the National Natural
Science Foundation of China under Grant 62102027, Grant 62202051, and
Grant 62201029; in part by the National Key Research and Development
Program of China under Grant 2021YFB2700503; and in part by the
Cryptographic Application Industry Chain Supply and Demand Docking
Platform of New Energy and Intelligent Connected Vehicle Industry under
Grant 2021-0181-1-1. (Corresponding authors: Keke Gai; Chuan Zhang;
Weiting Zhang.)

Tong Wu is with the School of Cyberspace Science and Technology, Beijing
Institute of Technology, Beijing 100081, China, and also with the Defense
Innovation Institute, Chinese Academy of Military Science, Beijing 100089,
China (e-mail: tongw@bit.edu.cn).

Weijie Wang is with the School of Computer Science, Beijing Institute of
Technology, Beijing 100081, China (e-mail: weijiew@bit.edu.cn).

Chuan Zhang and Liehuang Zhu are with the School of Cyberspace Science
and Technology, Beijing Institute of Technology, Beijing 100081, China
(e-mail: chuanz@bit.edu.cn; liehuangz@bit.edu.cn).

Weiting Zhang is with the School of Electronic and Information
Engineering, Beijing Jiaotong University, Beijing 100044, China (e-mail:
wtzhang@bjtu.edu.cn).

Keke Gai is with the School of Cyberspace Science and Technology, Beijing
Institute of Technology, Beijing 100081, China, and also with the Innovation
Center on Network Security and Information Confrontation, Yangtze Delta
Region Academy of Beijing Institute of Technology, Jiaxing 314003,
Zhejiang, China (e-mail: gaikeke@bit.edu.cn).

Haotian Wang is with the College of Arts and Science, University of
Pennsylvania, Philadelphia, PA 19104 USA (e-mail: albertht@sas.upenn.edu).

Digital Object Identifier 10.1109/JIOT.2022.3222453

Index Terms—Accountability, anonymity, blockchain, data
sharing, Internet of Things (IoT).

I. INTRODUCTION

INTERNET of Things is a network convergence of multiple
intelligent devices, such as smartphones, sensors, and actu-

ators, enabling communication between devices themselves,
devices and people, and exchanging data over the Internet.
Internet of Things (IoT) is extensively applied in various
fields, such as economy, industry, infrastructure, vehicle ser-
vice and smart health [1], [2], [3], [4], [5]. Moreover, the
continuous increase of data volume from IoT applications
leads to data outsourcing for the computation and storage
limitation of IoT devices [6], [7], [8]. Till now, the cloud
has been widely accepted as a new computing and storage
paradigm due to its low maintenance and scalability character-
istics. Specifically, cloud storage service provides enterprises
and individuals with data storage services with a multitude
of storage devices through the low-cost and extensible plat-
form service. There are a vast array of applications on cloud
storage [9], [10], [11] that have emerged for IoT. For utilizing
the data of IoT devices stored in the cloud, data sharing is
the most fundamental functionality for such applications, by
which users’ data can be shared through cloud storage ser-
vice. Data sharing can bring many benefits, such as unlocking
valuable data assets and allowing for more efficient use of
resources. A report by Protenus put the value of data in the
U.K. public sector at £6.8 billion, and McKinsey forecasts
that the global data-sharing market will drive the growth of
$3–5 trillion a year [12]. Open data can make it easier for
citizens and governments to collaborate and increase the use
of resources. However, there are still some challenges to data
sharing that impede the development of IoT applications. First
of all, security is the long-term concern of users, ensuring
the secrecy of shared data from others. Second, data privacy
is another essential requirement of data sharing. For sensi-
tive data, the users are not willing to disclose it to others.
Especially, the data is widely treated as a digital asset. Third,
anonymity is crucial during the data-sharing procedure. More
specifically, taking smart health as an example, the patient’s
personal information, i.e., identity information, should not be
disclosed. For instance, a Protenus report [13] states that nearly
2.6 million patients were affected by a data breach in 2021. No
fewer than 60 000 data breaches have been reported in each of
the past three years. Last but not least, the accountability [14]
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Fig. 1. Smart health platform.

becomes an important feature of data sharing, which ensures
the shared data can be traced once needed. More specifically,
accountability is defined as an entity being held accountable
for its actions in performing a specific task or for a specific
scheme [15], with a focus on maintaining transparency and
traceability of data usage [16]. Consequently, it is imperative
for the establishment of a secure data-sharing scheme with
data privacy, anonymity, and accountability for impelling the
widespread of IoT applications in the cloud.

Blockchain as a decentralized ledger, which is jointly upheld
by a mutually untrusted network of nodes [17]. Through
hash chain technology and consensus protocols, data stored
in the blockchain is immutable and protected from tampering.
Therefore, blockchain is widely considered a promising way
for realizing the accountability of data sharing, that all shared
data can be tracked by going through the ledger. Additionally,
blockchain will take considerable profit to practical applica-
tions. For instance, a BIS report [18] figures out that the
implementation of blockchain in the healthcare industry could
result in savings of up to $100 billion annually by 2025. For
the aforementioned advantages of blockchain, i.e., decentral-
ization, openness, autonomy, and tamper resistance, several
data-sharing works are proposed based on the blockchain
technique. Liu et al. [19] proposed a blockchain-based data-
sharing scheme combined with deep reinforcement learning to
provide reliability and security. Gao et al. [20] used proxy re-
encryption to address data leakage of blockchain-based data
sharing due to a single point of attack. These schemes can
achieve a high level of privacy protection, but their works
only focus on data privacy [21], [22], [23], [24]. Recently,
there are a few blockchain-based works [25] that achieved
anonymity and accountability by adopting group signatures to
track and revoke malicious users. Huang et al. [26] proposed
a blockchain-based data-sharing scheme to enable anonymous
data sharing between different groups. We note that the exist-
ing anonymous data-sharing schemes rely on the assumption
of the trusted managers. In practice, it is impractical to have
a fully trusted manager in some public IoT platforms, as
shown in Fig. 1. The healthcare system has a large number of
patient records and medical data collected from IoT devices.
Data sharing should ensure that the symptom characteristics
of patients in hospitals can be shared with other organizations
securely without revealing the individual’s privacy. Besides,
the other unauthorized organizations are unable to get any
knowledge of the shared data. Additionally, the anonymity of

the patient should be guaranteed during the entire procedure.
In case malicious participants release misleading information,
all data in the system should be traceable. Suppose that such
an IoT system is built under the existing anonymous data-
sharing schemes, once the managers are flawed, the anonymity
of participants will be compromised.

To the best of our knowledge, there is a research gap on
anonymous data-sharing schemes without trusted managers.
In this article, we propose a blockchain-based anonymous
data-sharing scheme (BA-DS) with accountability to solve
the aforementioned challenging problems. We construct a
secure data-sharing paradigm based on a variant of public
key encryption to provide security. Then, to conquer the
anonymity and privacy requirements, we deploy the uncon-
ditional ring signature and Signature of Knowledge (SoK)
to construct the tag for each sharing. Additionally, the
underlying ring signature is traceable, which enables the
accountability of data sharing. We deploy the blockchain
infrastructure to record the sharing tag for further tracing
the malicious data and revocation lists to eliminate unautho-
rized manipulation from unauthorized participants. Finally, we
analyze our proposed data-sharing scheme from theoretical
and experimental aspects. The results show that our data-
sharing scheme achieves the expected security features and
efficiency in terms of computational complexity, communi-
cation overhead, and blockchain infrastructure consumption.
Specifically, the contributions of this article are summarized
as follows.

1) We propose an anonymous data-sharing scheme with-
out any additional trusted parties, which allows devices
to stay unknown to any parties during the data-
sharing procedure. The data only can be known by the
designed devices, even if some IoT devices have been
compromised.

2) We deploy the blockchain infrastructure to record the
sharing tag generated by the linkable ring signature and
SoK in order to support accountability and authority,
respectively. Authority refers to the fact that only IoT
devices with SoK can prove that the current signature is
signed under the corresponding public key. For tracing
the malicious IoT devices, we will allow their public key
to be exposed.

3) Our proposed data-sharing scheme supports the cipher-
text update if the devices in the system have been
revoked. Updating the partial ciphertext instead of regen-
erating all ciphertexts can reduce the computation over-
head once the revocation list is changed or the devices
in the ring are revoked. To further reduce the computa-
tion burden on the resource-restricted IoT devices, we
deploy the edge devices to conduct complex computa-
tion during updating ciphertext, and IoT devices only
need to generate the new tag during the procedure.

4) We conduct extensive experiments for our proposed
data-sharing scheme. Compared with other schemes, our
data-sharing scheme possesses practical security fea-
tures and acceptable efficiency in terms of computational
complexity, communication overhead, and consumption
on the blockchain.
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TABLE I
COMPARISON OF RELATED WORKS

Organization: The remainder of this article is structured as
follows. In Section II, we present the state-of-the-art data-
sharing schemes and blockchain-based works. In Section III,
we introduce the mathematical and cryptographic primitives
involved in our work. The formal definitions of system architec-
ture, threat models, and security models are given in Section IV.
Then, in Section V, we provide a concrete construction of our
proposed data-sharing scheme and analyze the correctness and
security characteristics in Section VI. The performance of
the simulation implementation over the blockchain platform
with the smart contract is provided in Section VII. Finally,
in Section VIII, we conclude our work and introduce some
interesting research points for future works.

II. RELATED WORK

In this section, we present some state-of-the-art data-
sharing schemes and the existing blockchain-based data-
sharing schemes. In Table I, we show the comparison of our
proposed scheme with the existing schemes.

A. Data Sharing

The conventional information systems can only exchange
data internally [29]. Secure data sharing enables the
interconnection between different organizations to be true. The
idea of data sharing was first inspired by Goh et al. [30], who
introduced a secure peer-to-peer (P2P) file system over an inse-
cure network by a centralized authentication for each user. The
conventional data-sharing schemes are mostly based on the
centralized architectures [31], [32], [33]. The rapid growth of
cloud storage, big data, and IoT promotes the revolution of
data-sharing schemes [34], [35], [36], in terms of the security,
scalability, integrity, and other characteristics. Wang et al. [37]
introduced an attributed-based data-sharing scheme derived
from the classic ciphertext-policy attribute-based encryption
(CP-ABE) [38] for multiauthority setting in cloud storage.
Their mechanism could achieve both forward security and
backward security. However, in [39], their scheme was proved
to be with security vulnerability. Later, John et al. [27] sug-
gested another attribute-based data-sharing scheme in cloud
to improve the key escrow issue in CP-ABE, and reduce the
complexity of access control policy. Unfortunately, their work
was attacked by two different methods [40], from an authen-
ticated user and unauthenticated user, respectively. To prevent
revoked users from decrypting previous ciphertexts in a public

cloud storage, a revokable ABE scheme based on the proxy
re-encryption technique have been proposed in [33], [41],
and [42] to update the ciphertext by cloud. However, the afore-
mentioned works only focus on the security and revocation in
data sharing. None of them takes the anonymity of users into
consideration. Additionally, the aforementioned data-sharing
schemes lack the accountability, which is another practical
requirement in real-world applications. Therefore, it is desir-
able to develop an anonymous data-sharing scheme to cater
to the increasing demand on anonymity and accountability in
real-world applications driven by data sharing.

B. Blockchain-Based Data Sharing

Blockchain was originally proposed by Nakamoto [43] in
2008 as a digital cryptocurrency based on the distributed
ledger technology. The blockchain technology has been widely
applied to voting, supply chain, healthcare, IoT, and smart
infrastructure [44] for its attractive features. Blockchain
enables decentralized data sharing and records the data trans-
actions between data providers and data requesters immutably.
At the same time, data exchanges can be monitored, and data
transaction history can be kept across nodes in a distributed
leaderless manner. There are a few works on developing
blockchain-based data-sharing schemes. The blockchain-based
data-sharing scheme with traceability and revocability was
suggested by Yu et al. [25] for smart factories. In their work,
they set the domain administrator for each domain in the smart
factories and organize the users by different domains, allow-
ing the users in a domain to access data in other domains
by re-encryption. The system is flexible since the assump-
tion of trusted conditions on domain administrators. Once
the domain administrators get compromised, the security of
the system will be broken. The server-aided revocable bilat-
eral attribute-based encryption (SRB-ABE) [28] was proposed
to provide a secure and lightweight bilateral access control
system with dynamic user groups in a fog computing system.
Their work supports the fine-grained access control over data
user and data owner simultaneously, server-aided user revo-
cation with public update, and lightweight data decryption.
Their work is derived from matchmaking encryption, which is
a time-cost cryptographic primitive. However, the aforemen-
tioned blockchain-based data-sharing schemes heavily rely on
the trusted party or the complex cryptographic primitives to
realize anonymity. Therefore, there is a research gap in real-
izing an efficient anonymous blockchain-based data-sharing
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scheme without a trusted party. Thus, in this work, we exploit
the possibility of building an anonymous blockchain-based
data-sharing scheme with privacy preservation and account-
ability, which ensures security characteristics with relatively
high efficiency.

III. PRELIMINARY

In this section, we introduce some mathematical preliminar-
ies, cryptographic primitives, and the blockchain infrastructure
used in our proposed scheme.

A. Bilinear Group

Definition 1 (Bilinear Group): G and GT constitute a bilin-
ear group if there exists a bilinear map e : G×G→ GT , where
|G| = |GT | = p.

The formal description of the bilinear pairing is given as
follows.

Definition 2 (Bilinear Pairing): Suppose that G and GT are
two cyclic groups with the same prime order p. Suppose that g
and h are generators of G. A bilinear pairing ê : G×G→ GT

holds properties as follows.
1) Bilinearity: For any g, h ∈ G and a, b ∈ Z

∗
p, ê(ga, hb) =

ê(g, h)ab.
2) Nondegeneration: e(g, h) �= 1GT , where 1GT is the

generator of GT .
3) Computability: There exists an efficient algorithm to

compute e(g, h), for any g, h ∈ G.

B. Linkable Ring Signature

Definition 3 (Linkable Ring Signature): A linkable ring sig-
nature scheme usually contains five algorithms: 1) Setup;
2) KeyGen; 3) Sign; 4) Verify; and 5) Link.

1) Setup(1λ) →param: On input a security parameter 1λ,
it outputs the system parameters param. The system
parameters generated by this algorithm are assumed to
be implicit inputs to all algorithms below.

2) KeyGen(param) → (ski, pki): On input a security
parameter 1λ, it outputs key pair (ski, pki). This key gen-
eration algorithm generates a private signature key ski

and a public verification key pki.
3) Sign(e, n, Y, sk, M) → σ : On input event-id e, size of

ring n, a set of public key denoted as Y , signer’s private
key sk, and message M, it outputs a ring signature σ .

4) Verify(e, n, Y, M, σ )→ accept or reject: On input event
e, size of ring n, a set of public key denoted as Y , mes-
sage M and signature σ , it outputs accept or reject. If
accept, the signature pair is valid.

5) Link(e, n1, n2, Y1, Y2, M1, M2, σ1, σ2) →
linked/unlinked: On input event e, size of ring n1, n2,
two sets of public key Y1, Y2, two valid signature
and message pairs (M1, σ1, M2, σ2), it outputs linked
or unlinked. If linked, the signatures are generated by
the same signer.

If a member generates two signatures σ0 and σ1 for two
messages m0 and m1, respectively, then other members can
determine whether they were signed by one person based

on these two signatures, but cannot determine who signed it
actually.

C. Blockchain

Blockchain, as the underlying technology of Bitcoin, is
essentially a decentralized database. Currently, blockchain
networks can be broadly divided into three categories: 1) pub-
lic blockchain; 2) private blockchain; and 3) consortium
blockchain.

1) Public Blockchain: A public blockchain is a consensus
blockchain that is open to everyone, where anyone can
read data, send transactions, and where transactions can
be validly confirmed.

2) Private Blockchain: A private blockchain is a blockchain
in which the write access is completely held by an orga-
nization, the degree of publicness is determined by that
organization, and all nodes involved in this blockchain
are strictly controlled.

3) Consortium Blockchain: A consortium blockchain is a
blockchain jointly managed by multiple organizations,
each organization or organization manages one or more
nodes, and its data is only allowed to be read, writ-
ten, and sent by different organizations in the system.
A consortium chain can be seen as a kind of pri-
vate blockchain, only with a different degree of privacy
and more complex permission design requirements, and
higher trustworthiness.

Currently, most of the existing blockchain-based applica-
tions of data sharing are deployed on the private blockchain.
On the private blockchain, information opacity can occur due
to the unequal status of parties, which leads to the limita-
tion of blockchain applications. Compared with the private
blockchain, the public blockchain has greater trustworthiness
of information, but the public blockchain needs to include
more participants. At the same time, it is difficult to guar-
antee the privacy and security of all participants. In addition,
the “completely decentralized” nature of blockchain also hin-
ders the design of the system. In contrast, the consortium
blockchain has the feature of “partial decentralization,” which
is more conducive to the application of data sharing. Smart
contracts, one of the success stories in blockchain 2.0, have
been widely utilized in a broad range of applications, including
those involving IoT [45].

D. Bilinear Diffie–Hellman Problem

The Bilinear Diffie–Hellman (BDH) problem is derived
from the discrete logarithm (DL) problem and the Diffie–
Hellman (DH) problem. Given (P, aP, bP, cP)((a, b, c) ∈ Z∗q ),
compute w = ê(P, P)abc ∈ G2, where ê is a bilinear map and
P is the generating element of G1, G1, and G2 are two groups
of order q of prime numbers. Let algorithm A be used to solve
the BDH problem with advantage defined as τ , if

Pr | A(P, aP, bP, cP) = ê(P, P)abc |≥ τ.

There is no effective algorithm to solve the BDH problem, so
it can be assumed that the BDH problem is a difficult problem,
which is the BDH assumption.
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TABLE II
NOTATIONS

Fig. 2. System architecture.

IV. SYSTEM ARCHITECTURE AND SECURITY MODELS

Before we introduce our proposed data-sharing scheme, we
first give some notations used in our proposed scheme Table II.

A. System Architecture

The system architecture of our proposed anonymous
blockchain-based data-sharing scheme with privacy preserva-
tion and accountability is shown in Fig. 2. There are four
entities in the system: 1) system server; 2) cloud server; 3) IoT
devices; and 4) blockchain infrastructure.

1) System Server: The system server, as a trusted entity,
provides the registration service for new IoT devices
joining the system.

2) Cloud Server: The cloud server provides the storage
service to store the data and tag for IoT devices.

3) IoT Devices: The IoT device is the basic unit in the
system which communicates with others. The devices
can perform the encryption, decryption, and computation

of updating the tag. The devices also can be chosen to
form a ring in order to ensure the anonymity of devices.

4) Edge Device: The edge device records the auxiliary
information and performs the most of heavy computation
during the Update later.

5) Blockchain Infrastructure: The blockchain records the
revocation list. If any device has been removed from
the system, the revocation list on the blockchain will be
changed by recording a new ledge.

Then, we give a formal definition of our proposed data-
sharing scheme as follows, including six algorithms � =
(Setup, KeyGen, Enc, Dec, Update, Link).

1) Setup(1λ): Given a security parameter 1λ, it outputs the
public parameters pp.

2) KeyGen(pp, List): On input the public parameters pp,
and the revocation list List, it first checks whether the
device in List. Otherwise, it outputs the public/private
keys (PK,PKLRS,SK,SKLRS) for each device.

3) Enc(List, n, {PKLRS}, {PK},SKLRS, m): On input the
revocation list List, the size of ring n, the set of pub-
lic keys in the ring {PKLRS} and {PK} for signing the
message and encryption, and a message m ∈ {0, 1}l, it
outputs ciphertext C, the auxiliary information aux, and
tag Tag.

4) Dec({PK}, List,SK, C): On input the set of public keys
in the ring {PK}, the revocation list List, the private key
SK, and a ciphertext C, it outputs the message m.

5) Update({PK′}, List′,aux, C): On input the updated
public keys in the ring {PK′}, the revocation list List′,
the auxiliary information aux, and ciphertext C, it out-
puts the new ciphertext C′ and new auxiliary information
aux′.

6) Link(Tag1,Tag2): On input the tag for C1 as aux1,
and the tag for C2 as aux2. If the link occurs, it outputs
link; otherwise, unlink.

The above descriptions are the system architecture and for-
mal definition of our proposed data-sharing system. Then,
in the following part of this section, we will discuss the
threat models and formally define the security models of our
proposed scheme.

B. Threat Model

In our proposed scheme, the system server is a fully trusted
entity, and all interactions with the system server are con-
sidered secure. Adversaries can be classified into three types
according to their abilities, i.e., malicious participants, cloud
adversaries, and external adversaries. The detailed description
of the threat model is as follows.

1) Malicious Participants: The participants act as sender
or receiver. The participants are untrustworthy and can
launch any possible attacks, such as collusion attacks
and selectively chosen ciphertext attacks (i.e., there are
N − 2 malicious devices that may collude and use their
own privacy in self-organized ring signatures to crack
the ciphertext and extract the input keys from other par-
ties.). Additionally, malicious participants may attempt
to decrypt any unauthorized ciphertexts or pretend to use
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any unauthorized device for generating messages. Thus,
our work prevents malicious participants from determin-
ing who is the actual receiver and obtaining a message
that is not for them.

2) Honest-but-Curious Cloud: The cloud is responsible for
storing encrypted data throughout the data sharing. The
cloud is semi-trusted and follows our scheme but always
attempt to launch passive attacks, such as ciphertext-only
attack to obtain messages.

3) External Adversary: An external attacker can gain access
to the ciphertext by eavesdropping on the communica-
tion in the system and launching a ciphertext-only attack
to obtain the message.

C. Security Model

Informally, the device in the ring can use its own private
keys to break the ciphertext. A will launch the selective indis-
tinguishable chosen ciphertext attack (sIND-CCA) with some
random oracles.

Definition 4 (sIND-CCA): The security definition of sIND-
CCA for our proposed scheme is based on the game between
a probabilistic polynomial-time (PPT) adversary A and chal-
lenger C.

1) Initial: C conducts Setup and KeyGen to establish the
system and sends device’s public key in the system to
A. C determine the target device UT .

2) Phase 1: A can get access the hash oracle
(OH,OH1 ,OH2) and decryption oracle OD for
polynomial time, in order to querying the hash values
and the message of the chosen ciphertext.

3) Challenge: A chooses two equal-length message m0 and
m1 and gives them to C. Then, C tosses a coin b ∈ {0, 1},
and generates the challenged ciphertext C∗ with mb and
PK∗). C sends the challenged ciphertext C∗ to A.

4) Phase 2: Phase 2 is similar to Phase 1, that A can get
access to the hash oracles and decryption oracle for poly-
nomial time, except that they are not permitted to query
the challenge ciphertext.

5) Guess: A outputs a guess b′.
The output of this game is defined as 1 if b′ = b, and 0, oth-

erwise. If the output of the game is 1, we say that A succeeded.
We denote the advantage of A winning the game by

AdvsIND-CCA
A (λ) =

∣
∣
∣
∣
Pr
[

b′ = b
]− 1

2

∣
∣
∣
∣
.

Informally, the anonymity is to demonstrate that a PPT
adversary A should not tell the signer’s public key with a
probability greater than 1/n, where n is the base number of
the ring.

Definition 5: The anonymity definition for our proposed
scheme is based on the game between a PPT adversary A
and challenger C.

1) Initial: C conducts Setup to generate the system param-
eters and public keys. C sends the system parameters
to A.

2) Query: When a new device joins the system and gets the
corresponding public key PK, A can adaptively query the
private key of devices.

3) Challenge: A gives C a revocation list L, a set of
public key in the domain Ŷ = {Z1, . . . , Zn}, the size
of domain n, and a message m. C randomly picks
πR ∈ {1, . . . , n} and conducts Enc with the target pub-
lic key PKπ , to generate the challenged ciphertext C∗,
auxiliary information aux and tag Tag. C releases C∗,
aux and Tag to A.

4) Guess: A outputs a guess π ′ ∈ {1, . . . , n}.
The output of this game is defined as 1 if π ′ = π , and 0, oth-

erwise. If the output of the game is 1, we say that A succeeded.
We denote the advantage by

AdvAnony
A (λ) =

∣
∣
∣
∣
Pr
[

π ′ = π
]− 1

n

∣
∣
∣
∣
.

D. Design Goal

BA-DS requires to achieve the following characteristics,
including security, anonymity, data privacy, accountability, and
authenticity.

1) Security: The system is semantic secure against any PPT
attacker under chosen ciphertext attack. The attacker is to
query the decryption algorithm by choosing the ciphertext in
their way adaptively. Also, at most N − 2 devices can collude
together and launch an attack on a target device in order to
figure out who is the actual sender/receiver.

2) Anonymity: The anonymity ensures that the participants
should not tell the actual sender/receiver, except that the sender
will be revoked. The bilateral anonymity will provide strong
privacy protection without assistance from any trusted party.

3) Data Privacy: The data is sensitive in the data sharing.
The data-sharing scheme should provide data privacy which
prevents the attacker from eavesdropping or modifying.

4) Accountability: The malicious devices should be tracked
in a data-sharing scheme. The system can track all data sent by
the malicious device, achieving transparency, and traceability
in accountability, which is an important feature in practice.

5) Authentication: Only the valid IoT devices can launch a
valid communication, which means none of the devices (even
the revoked devices) can generate valid encryption without
authorization from the system server.

V. BLOCKCHAIN-BASED ANONYMOUS DATA-SHARING

SCHEME WITH ACCOUNTABILITY FOR IOT

A. Workflow

In this section, we display the workflow of our proposed
BA-DS for the IoT system, as shown in Fig. 3. First of all,
when a new IoT device joins the system, the system server is
to generate the public/private key pairs for it. All IoT devices
in the system can access the revocation list. If the revocation
list is changed, all participants have to update their revoca-
tion list. Then, if an IoT device is to launch a data sharing
with other devices, it encrypts the data and uploads it to the
edge device. Later, the edge device will store the auxiliary
information for updating their ciphertext, once needed, and
upload the ciphertext with a tag to the cloud server. The IoT
devices can access the shared data by requesting the cloud
and decrypting it locally. Once the revocation list changes,
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Fig. 3. Workflow of BA-DS with accountability for IoT. 1 System server performs system setup. 2 – 4 IoT device registers with system server and generates
public-private key pair and signing key after judging that device is not in List. 5 – 7 Perform encryption operation, send C,aux,Tag to edge device, send
Tag,C to cloud server. 8 Perform decryption operation. 9 and 10 Update the ciphertext when the revocation list is changed. New ciphertext C′ with new
tag Tag′ is sent to cloud server. 11 Linking to the malicious device.

the edge devices will conduct the update operations on behalf
of each IoT device. IoT devices only need to regenerate the
new tag for each message and give them to the edge devices.
Finally, if any malicious device is found, the cloud server can
efficiently track all their data by conducting the link.

B. Concrete Construction

The construction of our proposed BA-DS contains six
algorithms � = (Setup, KeyGen, Enc, Dec, Update, Link),
described as follows.

Registration: In our proposed BA-DS, the system server
is served as a trusted key management center. When an IoT
device has registered on the system server, it can access the
system to exchange the data with others. The blockchain
infrastructure is to store the revocation list.

1) Setup(1λ): Given a security parameter 1λ, set
(p,G,GT , g, ê) to be the bilinear group applied in our
construction, where ê : G × G → GT , and G is
a prime p order group. We choose three hash func-
tion as H : {0, 1}∗ → G, H1 : {0, 1}∗ → Zp,
and H2 : GT × GT → {0, 1}l (l is the length of
message). Choose another generator h ← G, and
define the linkable ring signature as LRS. It out-
puts the public parameter pp = (p,G,GT , g, h, ê,
H, H1, H2).

2) KeyGen(pp, List): On input the public parameters pp,
and the revocation list List, it first checks whether the
device in List. If not, the device chooses two random

Algorithm 1: KeyGen(pp, List)
Input: Public parameters pp, the revocation list List.
Output: The public key PK, PKLRS, the private key SK, SKLRS.

1 if the device not in List then
2 randomly choose x, y, α, β ← Zp
3 return PK← (gx, hy, Z = gxhy),

PKLRS ← (ZLRS = gαhβ), SK← (x, y), and
SKLRS ← (α, β)

4 else
5 return Null

numbers x, y ← Zp. The system server computes the
public key PK = (gx, hy, Z = gxhy). The device keeps
the private key SK = (x, y) secretly. Then, the device
requests a pair of signing key {PKLRS,SKLRS} by the key
generation of linkable ring signature LRS.KeyGen(pp),
as shown in Algorithm 1. Here, we adopt the work
proposed by Liu et al. [46], that PKLRS = (ZLRS =
gαhβ),SKLRS = (α, β). Finally, the system server gives
PK,SK,PKLRS, and SKLRS to device, where SK and
SKLRS are sent through the secure channel.

Sharing: The IoT device chooses a set of devices to
launch a ring. The sender generates the ciphertext bind-
ing with the present revocation list and tag for each share,
as shown in Algorithm 2. The receiver only can decrypt
the data which is sent to it. Neither the other devices
in the same ring can decrypt the ciphertext, as shown in
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Algorithm 2: Enc(List, n, {PK}, {PKLRS},SKLRS, m)

Input: The revocation list List, the size of devices to form a
ring n, the set of public keys {PK}, {PKLRS}, the
sender’s signing key SKLRS, and message m.

Output: The ciphertext C, auxiliary information aux, and tag
Tag.

1 Let Y = {Z1
LRS, . . . , Zn

LRS}, Ŷ = {Z1, . . . , Zn};
2 Generate a signature σ ← LRS.Sign(List, n, Y,SKLRS, m) and

the signature of
knowledge	 = SoK(m′, LRS, m, E(PKLRS, m′, m),PKLRS)

3 Choose r1, r2;
4 Compute R1 = gr1 , R2 = hr2 ;
5 Choose a set of randomness for each device in the ring
{c1, . . . , cπ−1, cπ+1, . . . , cn} ∈ Zp;

6 Compute K1 = ê(gr1 hr2 ·∏n
i=1,i �=π Zci

i ,L) and

K2 = ê(Lr1 , g) · ê(L
∑n

i=1,i �=π ci ,PK1);
7 Select cπ that satisfies

c1 + c2 + · · · + cn = H1(Ŷ||List||L||K1||K2);
8 Compute PK′ = (PKr1

1 ,PKr2
2 ), E1 = ê(L,PK′cπ

1 ),
E2 = ê(L,PK′cπ

2 ), and V = m⊕ H2(E1||E2);
9 return ciphertext C = (R1, R2, {c1, . . . , cn}, V), the auxiliary

information aux = E(PK′), and the tag Tag = E(σ,	).

Algorithm 3: Dec({PK}, List,SK, C)

Input: The set of public key in the ring {PK} = Ŷ , the
revocation list List, the private key SK, and a ciphertext
C.

Output: The message m.
1 Parse the ciphertext C to the following form:

(R1, R2, {c1, . . . , cn}, V);
2 Compute

K′1 = ê

⎛

⎝R1R2 ·
n
∏

i=1

Zci
i ,L

⎞

⎠ · ê(g,L−xcπ
) · ê(h,L−ycπ

)

,

K′2 = ê(L, R1) · ê
(

Lx, g
∑n

i=1 ci−cπ

)

;

Check c1 + · · · + cn
?= H1(Ŷ||List||L||K′1||K′2);

3 Compute

E′1 = ê
(L, Rcπ x

1

)

,

E′2 = ê
(L, Rcπ y

2

);
return message m← V ⊕ H2(E′1||E′2).

Algorithm 3, nor they can figure out who is the actual
receiver.

1) Enc(List, n, {PK}, {PKLRS},SKLRS, m): On input the
revocation list List, the size of devices to form a ring n,
the set of public keys {PK}, {PKLRS}, the signing key of
sender SKLRS, and a message m ∈ {0, 1}l, it proceeds as
follows.

a) Let Y = {Z1
LRS, . . . , Zn

LRS}, Ŷ = {Z1, . . . , Zn}.
b) Compute L = H(List).
c) The signature is computed as follows:

Compute t = Lα. Randomly generate

rα, rβ, d1, . . . , dπ−1, dπ+1, . . . , dn ∈ Zp.

Compute

K = grα hrβ
n
∏

i=1,i �=π

Zi
LRS

di

K′ = Lrα · t
∑n

i=1,i �=π di .

Find dπ such that

d1 + · · · + dn = H1
(

Y||List||t||m||K||K′).
Compute

α̃ = rα − dπα, β̃ = rβ − dπβ.

Generate the signature σ = (t, α̃, β̃, d1, . . . , dn).
d) Compute the SoK on σ as follows:

	 = SoK
(

m′, LRS, m, E
(

PKLRS, m′, m
)

,PKLRS
)

to prove the signature is signed under the public
key PKLRS.

e) Choose random numbers r1 and r2, and compute
R1 = gr1 , R2 = hr2 .

f) Choose a set of random numbers for
each device’s public key in the ring
{c1, . . . , cπ−1, cπ+1, . . . , cn} ∈ Zp.

g) Compute

K1 = ê

⎛

⎝gr1 hr2 ·
n
∏

i=1,i �=π

Zci
i ,L

⎞

⎠

K2 = ê
(Lr1 , g

) · ê
(

L
∑n

i=1,i �=π ci,PK1

)

.

h) Choose cπ , that

c1 + c2 + · · · + cn = H1

(

Ŷ||List||L||K1||K2

)

.

i) Compute PK′ = (PKr1
1 ,PKr2

2 )

E1 = ê
(L,PK′cπ

1

)

E2 = ê
(L,PK′cπ

2

)

V = m⊕ H2(E1||E2).

j) Output ciphertext C = (R1, R2, {c1, . . . , cn}, V),
the auxiliary information aux = E(PK′), and the
tag Tag = E(σ,	).

{C,aux,Tag} will be sent by the IoT device to the edge
device. The ciphertext and the tag will be uploaded to
the cloud. The auxiliary information will be stored on
edge devices for conducting the Update later. Note that
E(·) denotes the encryption algorithm. For the security
concern, PK′, σ , and 	 should be encrypted.

2) Dec({PK}, List,SK, C): On input the set of public key in
the ring {PK} denoted as Ŷ , the revocation list List, the
private key SK, and ciphertext C, it proceeds as follows.

a) Parse C as (R1, R2, {c1, . . . , cn}, V) and compute

K′1 = ê

(

R1R2 ·
n
∏

i=1

Zci
i ,L

)

· ê(g,L−xcπ
) · ê(h,L−ycπ

)

K′2 = ê(L, R1) · ê
(

Lx, g
∑n

i=1 ci−cπ

)

.

b) Check c1 + · · · + cn
?= H1(Ŷ||List||L||K′1||K′2).

Authorized licensed use limited to: University of Pennsylvania. Downloaded on August 25,2023 at 21:52:10 UTC from IEEE Xplore.  Restrictions apply. 



WU et al.: BLOCKCHAIN-BASED ANONYMOUS DATA SHARING WITH ACCOUNTABILITY FOR INTERNET OF THINGS 5469

Algorithm 4: Update({PK′}, List′,aux, C)

Input: The set of public keys in the ring {PK′} as Ŷ ′, the
revocation list List′, the auxiliary information aux, and
ciphertext C.

Output: The updated ciphertext C′ and auxiliary information
aux.

1 Parse the ciphertext C to the following form:
(R1, R2, {c1, . . . , cn}, V);

2 Decrypt the auxiliary information and parse it into
(aux1,aux2);

3 Choose a random number r and compute R′1 = R1gr and
R′2 = R2hr;

4 if all devices in the ring are still valid as Ŷ ′ = Ŷ then
5 Compute L′ = H(List′),

K′1 = ê(R′1R′2 ·
n
∏

i=1

Zci
i ,L′)

and
K′2 = ê(L′, R′1) · ê(L′

∑n
i=1,i �=π ci ,PK1);

6 Compute c′π = H1(Ŷ||List′||L′||K′1||K′2)−∑i=1,i �=π ci;
7 Compute

E1 = ê
(L,auxcπ

1

)

, E2 = ê
(L,auxcπ

2

);
E′1 = ê

(L′,aux1 · PKr
1
)c′π ,

E′2 = ê
(L′,aux2 · PKr

2
)c′π ;

aux‘1 = aux1 · PKr
1,aux‘2 = aux2 · PKr

2.

8 else
9 if a device uj in the ring is revoked as Ŷ ′ �= Ŷ then

10 Compute R′1 = gr and R′2 = R2hr;
11 Compute L′ = H(List′),

K′1 = ê

⎛

⎝R′1R′2 ·
n
∏

i=1,i �=π,j

Zci
i ,L′

⎞

⎠,

K′2 = ê
(L′r, g

) · ê
(

L′
∑n

i=1,i �=π ci ,PK1

)

;
Compute
c′π = H1(Ŷ ′||List′||L′||K′1||K′2)−∑i=1,i �=π,j ci;

12 Compute

E1 = ê(L,auxcπ

1 ), E2 = ê
(L,auxcπ

2

);
E′1 = ê

(L′,PKr
1
)c′π , E′2 = ê

(L′,aux2PK
r
2
)c′π ;

aux‘1 = PKr
1,aux‘2 = aux2 · PKr

2.

13 end
14 end
15 Compute V ′ = V ⊕ H2(E1||E2)⊕ H2(E′1||E′2);
16 retrun the ciphertext and auxiliary information as:

C′ = (R′1, R′2, {c1, . . . , c′π , · · · , cn}, V ′
)

aux = E
(

aux′1,aux′2
)

.

c) If so, compute E′1 = ê(L, Rcπ x
1 ), E′2 = ê(L, Rcπ y

2 ).
d) Output message m by computing

m = V ⊕ H2
(

E′1||E′2
)

.

Once the revocation list is changed, the ciphertext should
remain valid. In our proposed BA-DS, we consider two cases

during updating ciphertext, as shown in Algorithm 4. The first
case is that none of the devices in the ring is revoked. In
this case, we only need to update the structure computed with
the revocation list. The second case is that there is a device
in the ring which is revoked (not the sender). To reduce the
computation overhead on IoT devices, we delegate the heavy
computation on edge devices. The IoT devices only need to
generate a new tag when the update occurs.

1) Update({PK′}, List′,aux, C): On input the set of public
key in the ring {PK′} as Ŷ ′, the revocation list List′, the
stored auxiliary information aux, and ciphertext C, it
proceeds as follows.

a) Parse the ciphertext C to the following form:
(R1, R2, {c1, . . . , cn}, V).

b) Decrypt the auxiliary information and parse it into
(aux1,aux2).

c) Choose a random number r ∈ Zp.
d) There are two cases during the update. One is that

all devices in the ring is not in the revocation list.
Another case is that there is a device in the ring
has been revoked. In the following steps, we dis-
cuss the computation of update according to the
aforementioned two cases.
Case 1: If all devices in the ring are still valid
that Ŷ = Ŷ ′, device just updates the ciphertext
for the revocation list changed that List′ �= List.
Compute R′1 = R1gr, R′2 = R2hr.Then, compute
L′ = H(List′)

K′1 = ê

(

R′1R′2
n
∏

i=1

Zci
i ,L′

)

K′2 = ê
(L′, R′1

) · ê
(

L′
∑n

i=1,i �=π ci ,PK1

)

.

Compute

c′π = H1

(

Ŷ||List′ ||L′||K′1||K′2
)

−
∑

i=1,i �=π

ci.

Compute

E1 = ê
(L,auxcπ

1

)

, E2 = ê
(L,auxcπ

2

)

E′1 = ê
(L′,aux1 · PKr

1

)c′π

E′2 = ê
(L′,aux2 · PKr

2

)c′π

aux′1 = aux1 · PKr
1

aux′2 = aux2 · PKr
2.

Case 2: If one device uj in the ring is revoked that
Ŷ �= Ŷ ′, device will update the ciphertext as fol-
lows. Compute R′1 = gr, R′2 = R2hr.Then, compute
L′ = H(List′)

K′1 = ê

⎛

⎝R′1R′2 ·
n
∏

i=1,i �=π,j

Zci
i ,L′

⎞

⎠

K′2 = ê
(L′r, g

) · ê
(

L′
∑n

i=1,i �=π ci ,PK1

)

.

Compute

c′π = H1

(

Ŷ ′||List′||L′||K′1||K′2
)

−
∑

i=1,i �=π,j

ci.
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Algorithm 5: Link(Tag1,Tag2)

Input: The tag of ciphertext C1 as Tag1, The tag of ciphertext
C2 as Tag2.

Output: link or unlink.
1 Parse Tag1,Tag2 into (Tag1,1,Tag1,2) and

(Tag2,1,Tag2,2).
2 if Tag1,2 and Tag2,2 are valid then
3 Extract t1 from Tag1,1 and t2 from Tag2,1.
4 if t1 = t2 then
5 return link.
6 else
7 return unlink.

8 else
9 return unlink.

Compute

E1 = ê
(L,auxcπ

1

)

, E2 = ê
(L,auxcπ

2

)

E′1 = ê
(L′,PKr

1

)c′π , E′2 = ê
(L′,aux2PK

r
2

)c′π

aux′1 = PKr
1,aux

′
2 = aux2 · PKr

2.

e) Finally, compute

V ′ = V ⊕ H2(E1||E2)⊕ H2
(

E′1||E′2
)

.

Then, update the ciphertext as follows:

C′ = (R′1, R′2,
{

c1, . . . , c′π , . . . , cn
}

, V ′
)

and auxiliary information as aux′ =
E(aux′1,aux′2).

After that, the new tag Tag′ will be sent to the edge
devices by the IoT devices. The edge devices store the
new auxiliary information and sends the new ciphertext
with the new tag to the cloud server.

Tracking: The cloud server is assumed to be semi-trusted
but not collude with the system server. The cloud stores all
data of devices in our system. Additionally, our proposed BA-
DS provides the accountability to find out all data generated
by malicious devices. Thus, our proposed BA-DS provides the
link functionality by the tag stored in the cloud, as shown in
Algorithm 5.

1) Link(Tag1,Tag2): On input the two tags Tag1 and
Tag2 on two ciphertext C1 and C2, respectively, it out-
puts link, if two ciphertext are generated by the same
device; otherwise, unlink.

a) Parse Tag1 and Tag2 into (Tag1,1,Tag1,2) and
(Tag2,1,Tag2,2).

b) Check the validity of Tag1,2 and Tag2,2.
c) Extract t1 from Tag1,1 and t2 from Tag2,1.

If t1 = t2, it output link; otherwise, unlink.

VI. SECURITY ANALYSIS

Theorem 1: Our proposed BA-DS holds the correctness, if
the following equations hold.

Proof: First, we verify cπ is correct by checking

c1 + · · · + cn
?= H1

(

Ŷ||List||Lx||K′1||K′2
)

.

If the verification is successful, we can believe that K1 = K′1
and K2 = K′2, where

K1 = ê

⎛

⎝gr1 hr2 ·
n
∏

i=1,i �=π

Zci
i ,L

⎞

⎠

K2 = ê
(Lr1 , g

) · ê
(

L
∑n

i=1,i �=π ci ,PK1

)

K′1 = ê

(

R1R2 ·
n
∏

i=1

Zci
i ,L

)

· ê(g,L−xcπ
) · ê(h,L−ycπ

)

K′2 = ê(L, R1) · ê
(

Lx, g
∑n

i=1 ci−cπ

)

.

For each E1, E2, E′1, and E′2, if E1 = E′1 and E2 = E′2,
the ciphertext can be decrypted correctly. Here, we list the
computation process as follows:

V = m⊕ H2(E1||E2), m = V ⊕ H2
(

E′1||E′2
)

E1 = ê
(L,PK′1

)cπ = ê
(L, gxr1

)cπ = ê
(L, Rx

1

)cπ = E′1
E2 = ê

(L,PK′2
)cπ = ê

(L, hyr2
)cπ = ê

(L, Ry
2

)cπ = E′2.

Theorem 2: BA-DS is sIND-CCA secure, if the BDH
assumption holds.

Proof: We prove that our proposed BA-DS is secure under
sIND-CCA model by conducting a game between a PPT adver-
sary A and simulator S . Here, the simulator holds a BDH tuple

as (ga, gb, gc, e(g, g)d), to determine that e(g, g)d ?= e(g, g)abc.
If e(g, g)d = e(g, g)abc, the simulator gets the fact that the
given BDH tuple is correct. Otherwise, the given tuple is not
a BDH instance.

Initial: S selects the target device UT to be broken. S will
replace the target device’s public key as (ga, hyT , gahyT ), where
a is unknown to S . ga is an element in the given BDH tuple.
h is a generator of G, and yT is randomly chosen from Zp. ZT

of the target device’s public key is computed by ga and hyT

to be ZT = gahyT . Here, A cannot tell the difference between
the real-world public key of the target device with the simu-
lated one, since ga and gx seem to be random from the view
of A.

Phase 1 (Hash Query): S will replace the hash function by
random oracles, as OH to be H(·), OH1 to be H1(·), and OH2

to be H2(·).
A can make q queries to OH for getting the hash value of

Listi. For each Listi, when S gets a query from A, S chooses
a random bi and returns gbi to A. For the target list List∗, S
sets the hash value as gb, which is an elements of the BDH
tuple. S records the hash value in the hash table Tab.
A can make q1 and q2 queries to OH1 and OH2 for get-

ting the hash value. For each query, S chooses a random
value from Zp and a space of fixed-length string, respec-
tively. S records the query in the hash table Tab1 and Tab2,
respectively.

Decrypt Query: A can adaptively query the decryption of
ciphertext except that from the target device.

Challenge: A gives two equal-length messages m0 and m1
to S . S choose b ∈ {0, 1} randomly, and encrypts mb as
the challenged ciphertext C∗. The simulation is conducted as
follows.
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1) S generates Tag = H(List∗)α = gbα and corresponding
SoK.

2) S sets R∗1 = gc and R∗2 = gr∗2 .
3) S chooses a set {c∗i }ni=1,i �=π , and computes

K∗1 = ê
(

gc, gb
)

ê
(

gr2 , gb
)

ê

⎛

⎝

n
∏

i=1,i �=π

Z
c∗i
i , gb

⎞

⎠

and

K∗2 = ê
(

gc, gb
)

ê
(

gb, ga
)
∑n

i=1,i �=π c∗i
.

4) S compute c∗φ = H1(Ŷ∗, List∗, gb, K∗1 , K∗2 ).

5) S sets E∗1 = ê(g, g)dc∗π and E∗2 = ê(gb, hyT r2c∗π ), and
computes V∗ = mb ⊕ H2(E∗1 ||E∗2).

Finally, S sends the challenged ciphertext C∗to A
C∗ = (R∗1, R∗2, {c1, . . . , cn}, V∗

)

.

Phase 2: This phase is similar to phase 1, that A can access
the hash oracle and the decryption oracle.

Guess: A finally give a guess b′ on b. If b′ = b, we can
say A wins the game, and S can solve the BDH tuple with
nonnegligible advantage.

Suppose that ê(g, g)d = ê(g, g)abc, S can determine that
(ga, gb, gc, ê(g, g)d) is a BDH tuple, with the guess b′ = b.
If ê(g, g)d �= ê(g, g)abc, ê(g, g)d is a random element of GT .
Then, there is no advantage for S from the guess of A, since
b′ is a random guess of A. Thus, we can get the advantage of
A break the security of our proposed scheme as follows:

AdvsIND-CCA
A ≤ q− 1

2q
εBDH

where εBDH is negligible, as the advantage of solving the BDH
problem.

Theorem 3: BA-DS holds anonymity, if the BDH assump-
tion holds and the underlying ring signature holds anonymity.

Proof: We prove that our proposed data-sharing scheme
possesses anonymity under our defined model before. If the
adversary can break the anonymity of our proposed BA-DS,
the simulator is able to utilize such response to break the
anonymity of the underlying ring signature [46].

Initial: S runs Setup to initialize the system. Then, S runs
KeyGen to generate the key pairs for devices in the system.

Query: When a new device is added to the system, S gener-
ates the public key PK = (gx, hy, Z = gxhy),PKLRS = (ZLRS =
gαhβ) to the device, which is computed with randomly chosen
(x, y, α, β) as private key.

Challenge: A provides the target revocation list List, a set
of devices to form a ring with public key PK, PKLRS, and a
challenged message m. S conducts Enc to generate a response,
in which σ is the challenge from the game on the underlying
ring signature.

Guess: For the given response, A will give a guess on π ,
as π ′.

First, we prove that given the signature σ =
(t, α̃, β̃, d1, . . . , dn) on message m and the revocation
list List will not reveal the actual singer. For each possible
public key Zi, there exists a corresponding private key (αi, βi)

for any i ∈ {1, . . . , n}. Then, we will have ti = H(list)αi for

each device. From the view of other devices, t is a random
element since αi is unknown to other devices, except the
actual signer. Second, given such a private key (αi, βi),
there exists a tuple of values (rαi , rβi) such that σ is created
using randomness (rαi , rβi). Thus, σ seems to be randomly
chosen from the signature space. Third, we show that for
i ∈ {1, . . . , n}, the distribution of (αi, βi, rαi , rβi) is the same.
In summary, in the adversary’s view, the signature σ is
independent of π , i.e., the actual signer. Therefore, we can
conclude that there is not an adversary can find π with better
probability than a random guess to break the anonymity of
BA-DS.

For SoK on σ , according to the inherent property of SoK,
it will reveal nothing on an individual’s private information to
determine the relationship between the signature and public
key. Thus, it will not reveal the actual signer.

For the ciphertext C and auxiliary information aux, they are
generated only with the receiver public keys. For each device
in the ring, A with their public key cannot identify the actual
receiver.

1) (R1, R2, c1, . . . , cn) will not reveal the actual receiver
for the similar reason as we described for a signature
part.

2) The randomness r1 and r2 leads to that the distribution
of H2(E1||E2) is the same as the every possible results
in the space of H2(E1||E2). For the hardness of the BDH
problem, even if A tries to compute V with each ci for
i ∈ {1, n}, it is impossible to find the actual H2(E1||E2).

Therefore, if A can tell who is the actual signer, S can
use such a guess to break the unconditional anonymity of the
underlying linkable ring signature. If A can tell who is the
actual receiver, S can use such a guess to break the BDH
problem. Here, we can get the advantage of A break the
anonymity of our proposed scheme as follows:

AdvAnony
A ≤ 1

n
+ εBDH

where n is the size of ring.
Theorem 4: BA-DS holds data privacy, if BA-DS is sIND-

CCA, the underlying ring signature is unforgeable, and the
SoK is soundness.

Proof: Data privacy requires that no one can learn any
information from the communication by eavesdropping or con-
ducting any unauthorized modification. We prove the data
privacy of BA-DS from the ciphertext, auxiliary information,
and tag.

From the ciphertext C aspect, the security of BA-DS guar-
antees that the message in a ciphertext is indistinguishable
from the view of any PPT adversary. sIND-CCA ensures that
the ciphertext seems to be a random string by eavesdrop-
ping. Thus, the data privacy gets protected in the ciphertext.
Additionally, any modification to the ciphertext will cause the
decryption fails for the security of BA-DS, and only the cipher-
text generated correctly can be successfully decrypted. From
the auxiliary information aux aspect, the auxiliary information
is as PK′ = PKr, in which r is a randomness. Therefore,
the auxiliary information seems to be a random element in
the group G. Similarly, any malicious modification will cause
the decryption of the updated ciphertext fails for the security
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TABLE III
COMPARISON WITH THE STATE-OF-THE-ART OF DATA SHARING

of BA-DS. Finally, tag Tag is generated by the ring signa-
ture with unforgeability and SoK with solid soundness, which
ensures no one can conduct the modification on the tag. If it
occurs, we can use such an attacker to break the underlying
cryptographic primitives.

Therefore, we finish the proof that our proposed BA-DS
holds data privacy. If BA-DS is sIND-CCA, the underlying
ring signature is unforgeable, and the SoK is soundness.

Theorem 5: BA-DS holds accountability if the underlying
ring signature is linkable.

Proof: The accountability is based on the linkability of
the underlying ring signature and the tamper resistance of the
blockchain. For the details of the linkability of the underlying
ring signature, please refer to [46].

Theorem 6: BA-DS holds authenticity if the registration
records are tamper-resisted.

Proof: In BA-DS, the encryption algorithm is conducted
with the device’s key pairs, which are recorded in the system
server during the registration phase. Since the security of
key pairs is based on the intractability of computing the DL
problem as gx, it is intractable for an unauthenticated attacker
to forge a valid device’s key in order to generate a valid cipher-
text on behave of other devices in the system. The device
sends a ciphertext that will also generate a tag for it, which
is based on a ring signature with unforgeability and a solid
SoK. If there is an attacker that can break the authentic-
ity of our proposed BA-DS, we can use such an attacker to
break the underlying cryptographic primitives. Therefore, the
authenticity of BA-DS gets proved.

VII. PERFORMANCE

In this section, we analyze and compare the efficiency of
the proposed scheme with that of schemes [25], [26], [27] in
terms of theoretical and experimental aspects.

A. Theoretical Analysis

In our experiments, we compare our proposed BA-
DS with several other related works (CP-WABE-RE [27],
BMGDS-AT [26], and DEDS-TR [25]), as shown in Table III.
The common denominator of all four schemes is that they
all implement authenticity. In terms of user revocation,
CP-WABE-RE and BMGDS-AT do not implement revocation,
while DEDS-TR, and our solution provide direct revocation. In
terms of user tracking, BMGDS-AT, DEDS-TR, and our solu-
tion all implement user tracking, while only CP-WABE-RE
does not provide tracking capabilities. It is worth noting that
both BMGDS-AT and DEDS-TR rely on the assumption of a

Fig. 4. Performance of Enc algorithm.

Fig. 5. Performance of Dec algorithm.

group manager to implement user tracking, while our solution
does not have such an assumption.

B. Experimental Analysis

In this section, we demonstrate the experimental
performance of our proposed BA-DS. The experiments
give a straight view of computation complexity, communi-
cation overhead, and consumption on the blockchain. The
platform we used in the experiments is Ethereum, and smart
contracts are deployed with Solidity on the Substrate chain.
We use Java to implement our simulations, using the java
pairing-based cryptography library (JPBC) [47] to execute
the BA-DS scheme. Also, we simulated the schemes in
CP-WABE-RE, BMGDS-AT, and DEDS-TR under the same
conditions. The operating environment is with Windows 7,
64 bit, Intel Core i5-6200 CPU, @2.3 GHz, and 8G RAM.
We store the revocation list in the blockchain. The substrate
chain is of the 2.0.0 version. Then, we deploy and debug
the smart contract on remix (the online smart contract IDE
provided by Ethereum), which access the MetaMask wallet
through Injected Web3 and interact with the substrate chain
through MetaMask.

1) Computation Overhead: The evaluation of the compu-
tation overhead is on two aspects: 1) encryption time and
2) decryption time. Here, we only consider the most time-cost
algorithms in our proposed BA-DS. The results are shown in
Figs. 4 and 5.
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Fig. 6. Length of ciphertext.

First, we evaluate the computation consumption of encryp-
tion when the input dimension is increasing, as shown in
Fig. 4. The encryption time of CP-WABE-RE, DEDS-TR, and
our scheme shows a linear growth trend with the increase of
the number of input dimension, among which CP-WABE-RE
shows the most apparent trend compared with the other three
schemes. CP-WABE-RE adopts attribute-based encryption,
which is less efficient than other schemes and already exceeds
600 ms at an input dimension of 30. The line on BMGDS-
AT shows no significant change and stays within 10ms since
that BMGDS-AT only focuses on data integrity during data
sharing. In other words, BMGDS-AT does not involve the
encryption process, which is the most time-cost operation.

Then, we compare the computation consumption of decryp-
tion with the increase of input dimension, as shown in Fig. 5.
We do not compare it with other schemes because BMGDS-
AT does not have a decryption operation. The curve of
CP-WABE-RE shows a linear growth trend as the input dimen-
sion increases. Our proposed BA-DS remains almost the same
as DEDS-TR. The only difference is that the decryption time
of our scheme is slightly higher than that of DEDS-TR, where
the decryption time of our scheme stays between 200 and
300 ms, while DEDS-TR stays around 200 ms. DEDS-TR uses
edge servers or cloud server providers to help users perform
many complex calculations. In our scheme, the decryption is
conducted by the devices themselves for security concerns.

2) Communication Overhead: The communication over-
head is evaluated by comparing the length of the public key
and ciphertext [48] of our scheme with that of the other two
schemes.

First, the length of the public key in CP-WABE-RE and
BMGDS-AT is of a linear increase O(n) under the input
dimension n. The length of the public key of our scheme is
constant O(1), which is half of that in DEDS-TR. Second, the
ciphertext length of our proposed data-sharing scheme is lin-
early increased with the number of input dimension, as shown
in Fig. 6. Compared with the other two schemes, the ciphertext
of our scheme is on average. However, with the increase of
the input dimension, the length of ciphertext in DEDS-TR will
finally exceed that in our scheme. As shown in Fig. 6, after
the input dimension exceeds 24, the length of the ciphertext
in our scheme will be lower than the length of the cipher-
text in DEDS-TR. The ciphertext length in CP-WABE-RE

Fig. 7. Consumption on smart contract.

grows rapidly with the input dimension and already exceeds
7000 bytes when the input dimension is 48. Consequently,
by the performance evaluation on communication overhead,
the length of the public key in our scheme is significantly
lower than the other three schemes, and the size of the cipher-
text is on the average level. Therefore, the aforementioned
results indicate that our proposed privacy-preserving data-
sharing scheme can guarantee both data privacy and anonymity
without losing efficiency.

3) Consumption on Blockchain: The platform we use is
Ethereum, and Solidity smart contracts are deployed on the
Substrate chain. The operating environment is Windows 7,
64 bit, Intel Corei5-6200 CPU, @2.3 GHz, and 8G RAM. In
this experiment, we will first build and start a substrate chain
and then access the built substrate chain through MetaMask.
Then we will develop, compile, deploy, and debug the smart
contract on remix, an online IDE for smart contracts. Remix
will access our MetaMask wallet through Injected Web3 and
interact with the substrate chain through MetaMask.

As shown in Fig. 7, we use execution cost, transaction cost,
and response time of the contract to evaluate the performance
on the blockchain. We measured the transaction cost of the
entire transaction and the execution cost of the contract code
on the Ethereum virtual machine, respectively. The execute
cost and transaction cost of the Deploy stage are relatively
high, at 0.75× 105 and 0.95× 105 gas, respectively. This cost
is acceptable because the contract only needs to be deployed
once. In the Enc stage, the execution cost and transaction
cost are 0.2 × 105 and 0.3 × 105 gas, respectively, which is
about twice as large as the Dec stage. This is because addi-
tional signatures are required in the Enc stage, which affects
gas consumption. On the other hand, the reaction time of the
Deploy stage is around 10 s. In contrast, the Enc stage and
the Dec stage have relatively low response time, 4 s and less
than 2 s, respectively. Our scheme works well in Ethereum,
while the response time and gas cost are acceptable.

VIII. CONCLUSION

In this article, we review the architecture of anonymous
data-sharing schemes and clarify the security requirements
for building efficient anonymous data-sharing schemes. To
overcome the existing technical barriers, we propose a novel
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blockchain-based anonymous data-sharing paradigm to ensure
security, anonymity, data privacy, and authenticity. In addition,
we introduce a blockchain infrastructure to store revocation
lists to ensure accountability. This article aims to draw more
attention to the security and privacy issues in blockchain-
based anonymous data sharing. In this section, we also discuss
some open issues for future work. Since blockchain is not
scalable for real-time monitoring applications (i.e., IoT), it
is a challenging problem to perform real-time data detec-
tion. Monitoring IoT devices by introducing blockchain-based
and fog computing solutions has potential. For the computa-
tion resource-constrained devices, reducing the computation
complexity and communication cost is a challenging issue to
be addressed. There is potential by introducing a lightweight
anonymous data-sharing scheme with less computation and
communication overhead. On the other hand, in real-world
applications, deniability becomes more vital for some special
cases, such as the anonymous broadcast platform, or as an
alternative to the forgetness mechanism of the social networks.
The expired data should not disclose the sender’s information
even if the key has been exposed. It is a challenge to the exist-
ing data-sharing schemes which are against the impersonation
attack and with deniability. The potential could be with the
time-locked deniable cryptosystem with forwarding and back-
ward security. Finally, the feasibility of integrating our scheme
with current platforms such as Ether 2.0 could be beneficial.
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